LSA Computers and Website
Updated 1/15/15
This is intended to provide overall information on how all of the computer systems are setup at the LSA school.  The systems involved and described here are:

1. Office system (existing system)

2. School File Server NAS unit
3. Teacher’s systems (systems in each classroom)

4. Student systems in Library

5. Student laptop systems in 7/8 grade classroom

6. Printers located throughout the school

7. Email assignments for the LSA staff and student body

8. Website blocking and how to modify and/or bypass

9. Network Access Storage (NAS) file save device

10. LSASchool.com website

None of the systems have a UPS power backup, although it would be desirable to have this for the Gateway/Server system in the future.  All of the computer systems are connected to the A/C power via surge protectors.

If there are any problems or questions concerning the systems or the usage/configuration of them, please contact Art Heimsoth for assistance.  The following descriptions are written to define how the systems are envisioned to operate and where this has not yet been completely implemented a notation is made on this write-up.  This document will be kept current indicating what has changed when changes are made or facilities made available.

School Network
The school has a DSL line with the modem/router located in the office by the secretary’s desk.  The router is then connected to a 16 port switch that distributes the network connections to each of the classrooms, the offices and the library.  Each classroom also has an 8 port switch to allow all the computers that are hard wired to connect to the network.

The network also provides part of the network linkage to the video security system, but this system is not covered in this document.
Office System

The office system, used by the school secretary, has been configured to:

· Allow the monitor, keyboard and mouse to be shared with the Server backup system,

· Allow the teachers to use the laser color printer from the teacher computers. 
· Allow the kitchen computer to use the B/W laser printer in the office.

The display, keyboard and mouse are shared with the Server backup system via a “switch”.  In order for the display, keyboard and mouse to be used with the office system, the switch must be set to the “A” position.  It is suggested that when turning on the office system, the switch button be pressed as soon as the power button is pressed on the computer.  The switch MUST be in the “A” position while the computer is in the process of booting in order for the keyboard and mouse to be properly detected.  If the keyboard and/or mouse is inoperative once the system has been started, it will be necessary to power off the office system and start all over, making sure the switch is in the “A” position when restarting.

An image of the office system could be created and saved onto the Server backup system to allow for quicker recovery in the case of an emergency need to restore the office system.  This has not been created, and it is felt that keeping the image backup current would present a continuing problem.
Office File Server Backup System

This system is physically located in the office next to the computer desk.  It contains the files used by the 7/8 grade students in a folder structure of \folder\grade78\studentxx where the xx part is the student number.  It also contains the files used by the Type-to-Learn program that is installed on all of the Library computers.
The File Server backup system has one user defined and no password.  The display, keyboard and mouse are shared with the Office system via a “switch”.  In order for the display, keyboard and mouse to be used with this system, the switch must be set to the “B” position.  When the office system is powered off, this switch will automatically switch to the “B” system.  It also MUST be switched to the “B” position when the File Server backup system is initially powered on.  

The File Server system is left powered on and active 24/7 in order to provide access to the files for Type-to-Learn and the 7/8 grade student’s files at all times.  If a power failure occurs, it is sometimes necessary to manually re-boot the system .

The antivirus programs that are used on the school computers are Avast (free version) and CenturyLink online Security (Office01 only).  The teacher’s laptop systems and the K-1/2 grade netbooks may have a different antivirus system installed.
Teacher and Student Systems

Each of the teacher systems have been setup with non-filtered Internet access by using a DNS address of 4.2.2.1 – all student accessible computers use the IP address of the OpenDNS IP addresses of 208.67.222.222 and 208.67.220.220 for the school DNS access.  This causes all Internet requests to be filtered by the OpenDNS free support.  All of the computers are configured for fixed IP addressing.  Refer to a separate document for the configuration assignments of these systems.  The 7/8 grade classroom also has a wireless unit to support the student laptops.  The SSID of this wireless unit is trusting and the pass phrase is lutheran.  It is configured to be at IP address 192.168.0.252.  Refer to additional Internet information later in this document for further details.  The K-1/2 classrooms also have netbooks for the student usage.  This document does not contain any information on these systems.  The teacher’s laptops are Windows 8 and this document also does not contain any information on them other than the admin account has a login password of lsaschool.
Library Systems

There are 24 computers in the library to be used by the elementary students.  All are connected to the school network via a hub located on each side of the string of computers.  The hub that is under the long table is what is connected to the switches in the office, and then it is cabled to the hub network on the opposite side of the library.  In order for any computer in the library to have access to the Internet, the hub under the long table must be powered on and operational.  
All of the systems can access the Internet by using the Internet Explorer that is installed on each system.  Outlook Express is also installed, but not configured, so currently could not be used to send/receive email on these systems.  All of these systems are also configured to allow the Type to Learn program to link to the File Server system for the required program and configuration files.
Student and Teacher Printers

There is a laser B/W printer in several of the classrooms, specifically, the 8th grade classroom downstairs, the 5/6 grade classroom and a laser color printer in the office.  These printers are directly connected to the network and can be reached from any of the computers in the school; however, not all computers are configured to allow printing to all of them.  The install programs (there is 1 for B/W HP and another for color Xerox) can be found on the kitchen computer under the HP or Printers folder in the root directory.  Link to the kitchen as system name: kitchen, password: cooks
Email for LSA Staff and Students

A web site has been established for the LSA and is located at http://www.lsaschool.com with the school’s general information located at this Internet location.  Email accounts have been established for each school staff member.  These email accounts are:

· randersen@lsaschool.com = Rhonda Andersen

· teckhoff@lsaschool.com = Tammy Eckhoff

· bschnakenberg@lsaschool.com = Barbara Schnakenberg

· khoward@lsaschool.com = Kirsten Jackson
· principal@lsaschool.com = School principal for the school

· office@lsaschool.com = Office for the school

· skroenke@lsaschool.com = Sandy Kroenke

· sconley@lsaschool.com = Shawn Conley
· lhesse@lsaschool.com = Leslie Hesse
Each of these accounts can be accessed by any Internet browser; i.e., Internet Explorer, by going to the internet address of http://webmail.lsaschool.com and then entering in the userid with the password assigned to that user.  The userid must be the full email address as shown above. The password initially assigned is usually the individual’s first name, but that can easily be changed if desired and many have been.  After the initial logon, you will have 3 choices for the email package to use.  I would suggest using “Horde” as that seems to have the most functions and is fairly easy to use.  Each mail account is limited to a minimum of 10MB of mail, and must be individually managed, deleting mail as it has been seen.  Extra and old email message should not be saved on the mail server as a few pictures or audio email messages will consume the space allocated. Any mail that is detected, as spam will have the subject changed to include the “[SPAM]” phrase in the first part of the message and will be filtered to the “Filtered SPAM” folder.  This folder should be checked from time to time and emptied – to insure there isn’t messages filtered that should not have been, and to keep the filtered mail deleted.  If messages are found to have been filtered which should not be filtered, notify Art Heimsoth with details of the message so the filter rules can be changed at the web site.  An email program, such as Outlook or Outlook Express may also be used to read the email from your PC and save anything you want to save on your PC.  To configure your PC for sending and receiving the email, use mail.lsaschool.com as the POP3 and the SMTP server, and provide the full email address for the userid.  Notify Art if there are any problems with configuring the email on your PC.  There also is a “catchall” email address where all mail that does not have a valid email address on the lsaschool.com mail address, will be handled.  These messages are reviewed by Art Heimsoth and if any mis-addressed ones are detected, they will be forwarded to the proper email address.
The control panel of lsaschool.com can be reached at cpanel.lsaschool.com and then entering a userid: knights and password: LSA3048 – care must be used when accessing this interface, as inappropriate operations can take down the website and mail accounts.
File Server Backup System
There is a computer system and a NAS storage device that together make up the File Server System.  The NAS device is located in the extra classroom downstairs, and is the primary file repository for the school shared data.  The computer system that is located in the office is used as the backup for the NAS device.  The NAS device is expected to automatically backup to the computer in the office every Saturday morning.  This capability has not yet been implemented.

There is a 320GB file storage device installed on the network to facilitate shared data used by multiple computers.  One example is the Type-to-Learn program that is available on the library computers.  The program modules and the student name/progress files are stored on this device.  Another example is the student folders for the 7/8 grade students.  Each 7/8 grade student’s laptop is assigned a number from 1 to n and this number is the last part of the IP address and also points to a folder on this server system named Studentxx where the xx is the student’s assigned number.  These folders are inside one folder named folder that the 7/8 grade teacher accesses to collect the work from each student when it is ready.  Access to the file server computer can be obtained at IP 192.168.0.238 and access to the NAS device is at IP 192.168.09.238. 
OpenDNS information

I have signed up for a free account at OpenDNS and configured 3 networks at this account.  One of these networks is for the school and is named “school”.  OpenDNS can be accessed at opendns.com and then login with username: artshome and password: penny001.  In addition, since the networks are connected to the Internet using a dynamic IP address, an assist program needs to be running on a computer on the network.  At the school, this computer is the Office  system in the office.  This program is a dynamic updater program and may be called OpenDNS Updater or Dnsomatic or Marcs Updater.  It should be setup to run everytime the computer is booted in order to keep the blocking capability operational.  Additionally, the DNS address used for the network should be  208.67.220.220 (primary) and 208.67.222.222 (secondary).  While logged in to OpenDNS and selecting the school network, categories of network websites can be configured to block accessing them from a computer on the network.  These DNS addresses are configured in the DSL modem and should be updated or checked anytime there is any question if the blocking is working.

LSASCHOOL.COM website
The school website is used to communicate current information to the general public and to the students and parents for what is happening at the school.  The calendar contains the current week’s schedule as it is printed weekly in the Knights and Days newsletter.  The home page will indicate when the school is closed due to weather conditions.  There are several sections to the website that can be accessed from any page on the website from the links on the top of the page.  Some of them of interest are the classroom connections notices from each classroom.  These are usually posted each week with the past weeks kept on the link page for that classroom.  Another is a link page for several of the Knights and Days newsletters – these also are posted each week and past issues are kept on the link page for them.  All pages that are not specifically formatted as webpages; ie, in shtml format, will be placed on the website in .pdf format.  This is to allow anyone to download and read/print them as desired from any system.  The website is built and maintained by the facilities provided by weebly.com and that site should be referenced for detail information.
The email boxes are hosted as part of the overall account under Art Heimsoth’s hosting account.  This account includes trinitycolecamp.org, colecampregionalministry.org, colecampmo.com, colecamparea.com, and artheimsoth.com along with several other minor websites.  It is hosted by hostgator.com as a reseller account.  The domain names are licensed under the Domains Priced Right at Securepay.net under the account for Art Heimsoth.  The weebly.com account for the Lutheran School is setup for the charges to be paid by PIE.  Contact PIE for details on how this is handled.
7th & 8th Grade Network

The 7th & 8th wireless network consists of two access points.  One En Genius access point hosts two WiFi networks – one is Trusting and the other trusting.  The 2nd EnGenius access point hosts one WiFi network – the SSID is Trusting2.  The passphrase for all three of these access points is lutheran.
½ of the laptops (Numbers: 01, 02, 05, 06, 09, 14, 15, 16, 17, 20, 22, 24) are connected to Trusting2.  The other ½ (Numbers: 03, 04, 07, 08, 10, 11, 12, 13, 18, 19, 21, 23, 78Teach02 or 82) are connected to Trusting.
